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~# whoami

● Jordan Wright

● R&D Engineer @ Duo Security

● Security Researcher

● OSS Developer



Shameless Plug



Today, we’re going to talk 
about data.



What About Data?

● Hip ways to store data

● Exposed data

● Vulnerable systems

● Root cause

● Protecting yourself



How do you make a web app
fast?



Hip Ways to Store Data

Key Value Stores NoSQL Databases

Stores data in memory

One large lookup table

Used for:
● Caching
● Temporary data 

(e.g. sessions)

Stores data on disk

“Document” storage

Used for storing 
application data



What Should You Use?

Redis

Memcached

MongoDB
CouchDB
Cassandra
Elasticsearch

Key Value Stores NoSQL Databases
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Sensitive data is exposed

The problem:

Thousands of systems are 
vulnerable



Sensitive data is exposed

The problem:



Another Day… Another Leak

Name # of Records Date

OKHello 2.5 million 12/2015

MacKeeper 13 million 12/2015

Hello Kitty Website 3.3 million 12/2015

Voter Records 191 million 12/2015

Voter Records 54 million 01/2016

Voter Records 154 million 06/2015

Modern Business 
Solutions

58 million 10/2016

Dealer Built “Millions” Yesterday



What Kind of Data is Exposed?

● Personal information
○ Name
○ Address
○ Email
○ Phone Number
○ SSN
○ Etc.

● Profile Information
○ Username
○ Password

Source: databreaches.net

https://www.databreaches.net/misconfigured-database-may-have-exposed-1-5-million-individuals-phi-researcher-2/


How Much Data is Exposed?

Source: BinaryEdge Internet Security Exposure Report

● Depends on who you ask

● Close to 700 TB

https://d1ehrggk1349y0.cloudfront.net/BinaryEdge-WorldReport.pdf


What do we mean exposed?



There’s No Place Like 127.0.0.1

● Service listening on 0.0.0.0

● No authentication

● Storing sensitive data

● Vulnerable version of software

● Optional: Running. As. Root.



Exposing Data in MongoDB

● Use mongodump

● For each DB

○ For each DB.collection

■ Dump collection



Exposing Data in Memcached

● A bit more difficult behind the 
scenes

● Use memcached-tool

● Recursively enumerate 
“slabs”

● Sensepost go-derper

https://github.com/sensepost/go-derper


Exposing Data in Redis

● Use client libraries

● For each key

○ Dump the key value



Exposing Data for Anything

● Export tools

● Client Libraries

○ Recursively enumerate data



We decided to look for ourselves



The Setup 



We didn’t find sensitive info, 
right?



Yeah, We Found Sensitive Info

● Sensitive Information

○ Session Cookies

○ OAuth Tokens

○ Full Profile Information

○ Location Data

○ Detailed Device Heartbeats



But Wait, There’s More

● Semi-Sensitive Information

○ Millions of scraped social 
network profiles

○ Analytics/Click Tracking logs

○ Web server access logs



If we can see data,
we can store data



How Much Storage is Available?

● Shodan: 47 PB in memcached

● Our Results: 

○ 2.1 PB in Memcached
○ 6.6 PB in Elasticsearch

Source: https://blog.shodan.io/memory-as-a-service/ 

https://blog.shodan.io/memory-as-a-service/


memcachefs

● FUSE filesystem built on top 
of memcached

● Can make this distributed



The Biggest Cloud Drive Ever



The problem:

Thousands of systems are 
vulnerable





Why Are These Valuable?

● Easy to exploit

● Intentionally “beefy” machines

● Possible entry points to other parts of 
the network



There are a Ton of Systems Available



MongoDB RCE

● Reported back in 2013

● Leverages server side JS injection

Source: http://bit.ly/2eeTm7u 

http://bit.ly/2eeTm7u


Elasticsearch RCE

Source: http://bit.ly/2ejbtf6 

● 3 CVE’s that result in RCE 
(up to version 1.6.1)

● Actively scanned and exploited

● The entry point for some interesting 
case studies
○ Imgur Bug Bounty
○ Inversoft “HackThis”

http://bit.ly/2ejbtf6
https://medium.freecodecamp.com/hacking-imgur-for-fun-and-profit-3b2ec30c9463
http://polynome.co/infosec/inversoft/elasticsearch/linode/penetration-testing/2016/08/16/hack-that-inversoft.html


Elasticsearch RCE - BillGates Botnet

Source: http://bit.ly/2exPY6j   

● Active scanning for Elasticsearch instances

● Exploit the instance to download malware

● Malware communicates back to CnC

http://bit.ly/2exPY6j


Redis RCE

Source: Redis Instances Targeted by Fake Ransomware

● Stores data on-disk

● Attacker stores SSH key in 
/root/.ssh/authorized_keys

● RCE

https://duo.com/blog/over-18000-redis-instances-targeted-by-fake-ransomware


Redis RCE - Ransomware

Source: Redis Instances Targeted by Fake Ransomware

● Exploits vulnerability to get RCE

● Deletes important files

● Leaves a ransom note

https://duo.com/blog/over-18000-redis-instances-targeted-by-fake-ransomware


Memcached RCE

Source: http://blog.talosintel.com/2016/10/memcached-vulnerabilities.html 

● Released 2 days ago

● Multiple integer overflows leading 
to RCE

● Will be weaponized

http://blog.talosintel.com/2016/10/memcached-vulnerabilities.html


What Did We Find?



What Did We Find?
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Vulnerable to RCE



What Did We Find?



What Did We Find?
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What Did We Find?

Vulnerable to RCE



Why does this happen?



Why Does this Happen?

● Default configs listen on all interfaces

● Quickstart guides stop before 
addressing security concerns

● Lack of maturity in software

● “It just works.”



Things are getting better



Things are Getting Better

● Redis “Protected Mode”

● Default configs listening on localhost

● Large data breaches being cleaned up

● Software becoming more mature



How to protect yourself



How to Protect Yourself

● Using these technologies isn’t a bad thing

● Limit exposure to needed clients

● Keep the software up-to-date 

● Use authentication where possible

● Regularly audit systems for exposure



Future Work

Source: https://www.shodan.io/explore/category/databases 

https://www.shodan.io/explore/category/databases


Helpful Resources

● MongoDB

● Redis

● Memcached

● Couchbase

● Elasticsearch

● Cassandra

https://docs.mongodb.com/manual/administration/security-checklist/
http://redis.io/topics/security
http://blog.couchbase.com/memcached-security
http://docs.couchdb.org/en/2.0.0/intro/security.html
https://www.elastic.co/blog/found-elasticsearch-security
https://docs.datastax.com/en/cassandra/1.2/cassandra/security/secure_intro.html


Thank you!

Questions?
@jw_sec

jwright@duo.com


